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	Abstract: Hybrid-cloud adoption is reshaping the operating model of banks and treasury functions, but resilience depends on more than distributing workloads between public cloud and internal data centres. Banking infrastructure combines high-value transaction flows, privileged identities, regulatory obligations, legacy integration, real-time interfaces, and strict recovery expectations. This review develops a decision-support framework for hybrid-cloud cyber resilience in Saudi banking and treasury infrastructure by integrating AWS and Azure control patterns with identity management, secure data-centre operations, observability, recovery engineering, and governance. A structured integrative review was undertaken using peer-reviewed and authoritative sources published from 2020 to 2025. The synthesis concentrates on five recurring problems: fragmented identity control, configuration drift across heterogeneous platforms, weak visibility between cloud and on-premises domains, recovery designs that do not sufficiently address cyber compromise, and control duplication that increases complexity without improving assurance. The resulting framework treats identity as the principal trust plane, cloud landing zones as governed workload domains, the data centre as an actively secured component rather than a residual legacy environment, and resilience as a closed-loop capability linking prevention, detection, containment, recovery, and evidence. The review argues that Saudi banks can obtain greater resilience when multi-cloud flexibility is constrained by common policy, strong privilege governance, workload segmentation, immutable recovery, unified telemetry, and business-led recovery objectives. The framework also aligns architectural choices with national cloud-security expectations and Vision 2030 priorities for secure digital financial infrastructure.
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1. INTRODUCTION
Saudi banking is being transformed by digital payments, cloud platforms, advanced analytics, remote service delivery, and increasingly interconnected treasury operations. These changes create opportunities for scalable processing and richer decision support, but they also enlarge the technical and organisational dependencies that can interrupt critical financial services. Treasury platforms are especially sensitive because they support liquidity visibility, payments, market interfaces, cash positioning, foreign-exchange activity, funding decisions, and settlement-related processes. Failure in identity services, connectivity, database integrity, or cloud configuration can therefore propagate rapidly from a technical event into an operational or financial disruption.

Recent cloud-security research shows that resilience is weakened when organisations treat the cloud as an isolated hosting destination rather than part of a wider operating system. Misconfiguration, excessive privileges, incomplete logging, and poorly governed inter-cloud connections remain persistent sources of exposure (Torkura et al., 2021; Alouffi et al., 2021). Multi-cloud environments add difficulty because workloads, policies, interfaces, and security services are distributed across providers with different control models (Hosseini Shirvani, 2021). The economic consequences are significant: outages, incident recovery, and continuous assurance create recurring costs that are especially material in banking (Lee, 2021).

Hybrid cloud is therefore not inherently resilient. Resilience emerges when technical diversity is converted into controlled redundancy, shared policy, measurable recovery capability, and rapid operational decision-making. Zero-trust principles replace location-based assumptions with explicit verification of users, devices, services, and resources (Rose et al., 2020). For banks, an authenticated internal connection cannot automatically be considered safe when administrative identities, APIs, cloud consoles, and remote operations traverse multiple trust boundaries.

The Saudi context adds specific design considerations. National cloud-security controls emphasise governance, data protection, identity, logging, business continuity, and clear responsibilities between cloud customers and providers (National Cybersecurity Authority, 2020). Vision 2030 simultaneously encourages digital transformation and financial-sector modernisation. The practical challenge is to achieve cloud-enabled agility without fragmenting accountability or weakening operational control.

This review examines how AWS, Azure, enterprise identity, secure data-centre operations, and cyber-recovery practices can be combined into a coherent resilience architecture for banking and treasury environments. Rather than offering a vendor-specific recipe, it focuses on control principles that can be mapped to either provider and integrated with on-premises infrastructure.
2. Aim, Objectives and Review Questions
The aim of this review is to develop a technically grounded and governance-aware framework for hybrid-cloud cyber resilience in Saudi banking and treasury infrastructure. The emphasis is not simply on preventing compromise, but on maintaining trustworthy financial operations before, during, and after disruptive cyber events.

Four objectives guide the analysis. First, the review evaluates how hybrid and multi-cloud architectures change the security and resilience profile of banking workloads. Second, it examines identity management as a cross-platform control plane, with particular attention to privileged access, federation, conditional access, service identities, and separation of duties. Third, it analyses how cloud controls must connect with secure data-centre practices, including network segmentation, hardening, operational monitoring, backup protection, and recovery orchestration. Fourth, it integrates these findings into an implementation model that can support Saudi banks seeking stronger continuity, regulatory assurance, and scalable digital transformation.

The review is organised around three questions. RQ1 asks which architectural patterns most effectively reduce correlated failure and control fragmentation across on-premises, AWS, and Azure environments. RQ2 asks how identity, telemetry, and policy should be unified so that security decisions remain consistent across platforms. RQ3 asks how prevention, detection, recovery, and governance should be linked to produce measurable cyber resilience for treasury services. These questions deliberately shift attention from individual cloud products toward the relationships among control domains, because resilience is determined by the behaviour of the overall system rather than the strength of isolated components.

3. REVIEW METHODOLOGY
A structured integrative review methodology was adopted because the topic spans cloud architecture, cyber security, banking operations, identity engineering, resilience, and national governance. A purely technical survey would underrepresent business-continuity and regulatory requirements, while a policy-oriented review would not provide sufficient architectural depth. The method therefore combines structured literature searching, relevance screening, comparative thematic synthesis, and contextual interpretation.

The evidence window was restricted to 2020-2025 to reflect contemporary cloud-native security and resilience practice. Searches used combinations of hybrid cloud, multi-cloud, banking, treasury, cyber resilience, identity and access management, zero trust, cloud security posture management, continuous auditing, data centre security, disaster recovery, AWS security architecture, Azure security benchmark, and Saudi cloud controls. Priority was given to peer-reviewed articles and recognised technical or regulatory guidance. Sources were included when they addressed at least two elements of the review problem, such as cloud plus security, identity plus resilience, banking plus cloud, or multi-cloud plus governance. Studies focused on unrelated consumer adoption, general cloud economics without security relevance, or obsolete architectures were excluded.

The synthesis used four stages. First, evidence was coded into architecture, identity, data protection, observability, recovery, and governance themes. Second, recurring failure modes were identified, including misconfiguration, privilege sprawl, telemetry gaps, inconsistent policy, insecure interconnection, and recovery contamination. Third, control patterns were compared across on-premises and public-cloud domains to determine where standardisation is beneficial and where provider-specific implementation is unavoidable. Fourth, themes were contextualised for Saudi banking by considering national cloud-security expectations, service criticality, data-location concerns, and treasury operating needs.

This method is transparent but not presented as an exhaustive census of every cloud-security publication. Its purpose is analytical integration. Explicit review stages, defined questions, and thematic synthesis were used to preserve traceability across a cross-domain evidence base, while the interpretation remains cautious because secondary evidence cannot establish empirical causality for the architecture.

4. Hybrid-Cloud Risk and Resilience in Banking
Hybrid-cloud banking environments combine the elasticity and managed capabilities of public cloud with internal platforms needed for legacy integration, sensitive processing, specialised hardware, or regulatory reasons. This arrangement can improve resilience if workloads are deliberately distributed, but it can also create hidden coupling. Two applications hosted in different clouds may still depend on the same enterprise identity provider, DNS service, network path, cryptographic key service, or operational team. Apparent redundancy therefore does not guarantee independence.

The literature repeatedly identifies configuration and control drift as core risks in dynamic cloud environments. Torkura et al., (2021) show that continuous auditing can detect misconfiguration and unauthorised changes more effectively than periodic assessment. Manzoor et al., (2024) similarly argue for multi-layer threat analysis because cloud events span infrastructure, application, and behavioural layers. In banking, resilience must therefore be evaluated through dependency graphs and common-failure analysis, not merely through the number of deployed regions or providers.

A second risk is uneven application of security controls. AWS and Azure provide mature identity, network, logging, key-management, and workload-protection capabilities, but equivalent objectives are implemented differently. If teams manage these differences independently, the organisation can accumulate inconsistent exceptions and blind spots. A common control standard is therefore needed above the provider layer, with provider-specific implementations beneath it.

A third issue is operational overhead. Lee (2021) frames cybersecurity as a risk-management and investment problem, while cloud-security research shows that continuous monitoring, resilience tooling, and control enforcement create recurring cost. Central policy, shared identity governance, consolidated telemetry, and reusable landing-zone patterns can improve assurance while containing complexity.

Resilience must also distinguish ordinary infrastructure failure from cyber-induced failure. High availability can restart a compromised workload just as efficiently as a healthy one, and replication can copy corruption or malicious encryption. Cyber resilience therefore requires protected recovery points, isolated administrative paths, verified restoration, and the ability to rebuild trusted services from known-good states. For treasury systems, data integrity and transaction correctness are as important as uptime.


Table 1: Evidence synthesis for hybrid-cloud cyber resilience in banking
	Theme
	Selected evidence
	Review finding
	Implication for Saudi banking

	Continuous cloud assurance
	Torkura et al., (2021); Manzoor et al., (2024)
	Dynamic infrastructure requires continuous auditing, multi-layer visibility and drift detection.
	Use central posture monitoring and cross-platform telemetry rather than periodic cloud reviews.

	Multi-cloud architecture
	Hosseini Shirvani (2021); John and K (2024)
	Provider diversity can improve flexibility but introduces trust, service-composition and governance complexity.
	Treat AWS and Azure as governed domains under common control objectives and dependency analysis.

	Identity and access
	Rose et al., (2020); National Cybersecurity Authority (2020)
	Location-based trust is insufficient; access must be explicitly authenticated, authorised and monitored.
	Federate identity, reduce standing privilege, govern workload identities and maintain protected emergency access.

	Cloud-native security operations
	Amazon Web Services (2022); Microsoft (2022); Alghawli and Radivilova (2024)
	Landing zones, guardrails, central logs and automated controls reduce configuration variability.
	Standardise cloud foundations before migrating treasury workloads and express high-value controls as code.

	Cyber recovery
	Al-Karaki et al., (2022); Alkhalifa et al., (2025)
	Fast detection and protected restoration reduce disruption, but replicated compromise can undermine ordinary DR.
	Use immutable recovery points, isolated credentials, known-good rebuild patterns and business reconciliation.

	Financial-sector criticality
	Lee (2021); Qureshi et al., (2024)
	Security investment in banking is shaped by service criticality, compliance, incident cost and trust.
	Prioritise controls using business impact and recovery objectives rather than uniform technical baselines.




5. Identity as the Hybrid-Cloud Trust Plane
Identity is the most important unifying control in a hybrid environment because users, administrators, applications, automation pipelines, and service accounts cross infrastructure boundaries. Zero-trust architecture rejects implicit trust based on network location and requires explicit authentication and authorisation before access is granted (Rose et al., 2020). For banking, the principle should extend from employee sign-in to machine identities, privileged operations, cloud APIs, database administration, and emergency access.

A resilient identity design begins with a governed source of identity and controlled federation. Enterprise directories may remain on-premises or be synchronised with cloud identity services, but the architecture should minimise circular dependencies. If cloud access depends entirely on an on-premises identity service unavailable during a data-centre incident, recovery can be blocked. Conversely, uncontrolled cloud-native accounts can bypass corporate lifecycle processes. The preferred pattern is federated identity with protected emergency accounts, conditional access, strong multifactor authentication, and constrained local identities for exceptional scenarios.

Privileged access requires stronger treatment than ordinary access. Administrative roles should be time-bound, approved, logged, and separated by platform and function. Standing privilege enlarges the attack surface, particularly when a compromised credential can reach cloud and on-premises systems. Privilege elevation should therefore use just-in-time activation, device and risk context, and separate administrator identities. Service accounts and workload identities should avoid long-lived embedded secrets; managed identities, short-lived tokens, certificates, and centrally governed secret stores reduce exposure.

Identity resilience also depends on visibility. Authentication logs from enterprise directories, AWS accounts, Azure tenants, private-access systems, privileged-access platforms, and treasury applications should converge into a common analytics layer. This enables detection of unusual privilege activation, token misuse, suspicious service-account behaviour, and cross-platform lateral movement. Continuous audit research supports this approach because identity and configuration events are key signals for cloud security drift (Torkura et al., 2021).

For Saudi banks, identity governance supports accountability. National cloud controls emphasise access control, segregation of duties, authentication, privileged access, and monitoring (National Cybersecurity Authority, 2020). These requirements are easier to evidence when identity decisions are centrally governed and enforced across both cloud providers and the data centre. Identity should therefore be treated as a resilience service with availability targets, recovery procedures, emergency methods, and regular failover testing.

6. Secure AWS and Azure Landing Zones
Public-cloud resilience begins with disciplined landing zones rather than workload-by-workload configuration. A landing zone defines account or subscription structure, network boundaries, identity integration, logging destinations, policy guardrails, encryption expectations, and deployment controls before applications are introduced. This reduces variation and makes security measurable.

AWS guidance promotes a multi-account model in which security tooling, log archives, networking, shared services, and application workloads are separated to limit blast radius and support delegated administration (Amazon Web Services, 2022). Azure guidance similarly emphasises benchmarked controls for network security, identity management, privileged access, data protection, logging, vulnerability management, incident response, and backup (Microsoft, 2022). The terminology differs, but the architectural principle is consistent: high-value workloads should not share unrestricted administrative or logging planes with general-purpose environments.

For treasury workloads, cloud segmentation should reflect business criticality. Production payment or market-facing systems require stronger separation than development environments. Network design should prefer private connectivity, controlled egress, microsegmentation, and application-aware inspection rather than broad trust between virtual networks. Administrative interfaces should not be exposed directly to the public internet.

Cloud policy should also be expressed as code where feasible. Preventive guardrails can block prohibited regions, public storage exposure, weak encryption settings, or unauthorised network paths. Detective controls can identify drift and trigger remediation. Alghawli and Radivilova (2024) show how automation and integrated security operations can strengthen resilient cloud clusters, while Sinan et al. (2025) emphasise embedding security into continuous delivery rather than treating it as a late-stage gate.

The objective is not to make AWS and Azure identical. Provider-specific strengths should be retained, but governed by the same control intent. A bank should maintain a control abstraction layer that defines the required outcome, maps it to each provider, and tracks evidence in a common assurance model.
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Figure 1: Closed-loop hybrid-cloud cyber resilience architecture for Saudi banking and treasury infrastructure


7. Secure Data-Centre Operations and Hybrid Connectivity
The on-premises data centre remains a critical part of hybrid-cloud resilience. It may host treasury databases, hardware security modules, payment gateways, batch processing, market connectivity, identity components, legacy middleware, or systems that cannot be moved quickly. Treating this environment as trusted merely because it is physically controlled is inconsistent with modern threat models.

Secure data-centre operations require layered segmentation. User networks, management networks, backup infrastructure, database tiers, application tiers, security tooling, and recovery environments should be separated according to function and risk. Administrative access should pass through controlled management paths with strong authentication and session recording. Lateral movement should be restricted using internal firewalls, host controls, and application-specific allow lists.

Hybrid connectivity must be designed as a controlled exchange rather than a flat extension of the internal network. Dedicated circuits or private cloud connections improve performance and reduce internet exposure, but they do not remove the need for inspection and segmentation. Routing domains should be limited, cloud networks should not automatically inherit broad data-centre trust, and failover paths should be tested for capacity and security. DNS, time synchronisation, certificate services, and management tools also require redundant design because they are often overlooked dependencies.

Operational hardening remains important. Patch management, secure configuration baselines, endpoint protection, vulnerability management, firmware control, and privileged-access governance must apply to physical and virtual systems. Malatji et al. (2022) link cybersecurity capability with critical-infrastructure resilience, reinforcing the need to combine technical safeguards with organisational readiness. Recovery systems deserve special protection: backup consoles, storage administrators, replication services, and orchestration tools should use separate credentials and restricted networks.

The data centre should participate in the same telemetry fabric as the cloud. Firewall events, endpoint alerts, database audit logs, privileged sessions, identity activity, backup status, network-flow records, and application events should be correlated with AWS and Azure telemetry. Unified observability converts distributed infrastructure into a governable security system.

8. Data Protection, Sovereignty and Cryptographic Control
Banking resilience requires protection of confidentiality, integrity, and recoverability across the data lifecycle. Hybrid cloud complicates this requirement because data may exist simultaneously in transaction databases, replicas, analytics stores, object storage, backups, logs, and recovery copies. Each location can have different administrative boundaries and retention rules.
Encryption should therefore be paired with strong key governance. Sensitive data should be encrypted in transit and at rest, but control of keys, rotation, access policies, and recovery procedures is more important than encryption alone. Keys for high-value treasury services should be separated by environment and purpose, and privileged key operations should be monitored. Cloud key-management services can integrate with dedicated key stores or on-premises hardware security modules when failover dependencies are understood.

Data classification is equally necessary because not every dataset requires identical treatment. Payment instructions, customer information, trading data, authentication secrets, operational logs, and analytics have different confidentiality and integrity requirements. Classification should drive permitted storage locations, replication patterns, access policies, retention, masking, and recovery priorities.

National cloud-security controls make data location and cloud responsibility important considerations in Saudi Arabia (National Cybersecurity Authority, 2020). Architecture should make residency visible rather than leaving it as a contractual assumption. Data-flow inventories, location tags, approved-region policies, and controlled replication can provide evidence that sensitive datasets remain within authorised boundaries.

Integrity protection deserves particular emphasis in treasury. A system can be available and confidential while still producing incorrect financial outcomes if reference data, payment files, rates, or transaction records are altered. Recovery validation should therefore include reconciliation, transaction completeness, cryptographic integrity checks, and business confirmation. The resilience objective is to restore trustworthy financial state, not merely infrastructure.

9. Detection, Response and Cyber-Recovery Engineering
Detection in a hybrid environment must be fast enough to support containment before compromise spreads between platforms. Cloud-native alerts are valuable, but separate consoles can fragment situational awareness. A central security-operations capability should correlate identity events, network activity, endpoint telemetry, cloud configuration changes, workload alerts, and treasury application signals. Manzoor et al. (2024) demonstrate the value of multi-layer threat analysis, while Mughaid et al. (2024) show how intelligent detection can improve protection with lower latency and resource overhead.
The response model should be built around pre-authorised actions. Examples include disabling a compromised identity, isolating a workload, blocking a malicious route, revoking tokens, rotating secrets, suspending replication, or switching an application to a protected recovery environment. Aggressive automation can also interrupt legitimate financial operations, so the appropriate model is risk-based automation: high-confidence containment actions can be automated, while actions with material business impact require approval or dual control.

Cyber recovery differs from ordinary disaster recovery because the recovery environment must itself be protected from compromise. Replication should not be assumed safe if malicious changes can propagate. Immutable or logically isolated backup copies, independent credentials, protected recovery networks, and known-good infrastructure templates are essential. Research on attack prediction and cloud recovery highlights the value of reducing attacker dwell time and restoring trusted services rapidly (Al-Karaki et al., 2022; Alkhalifa et al., 2025).

Recovery objectives should be service-specific. A treasury payment gateway may require near-zero data loss and rapid restoration, while an analytical workload may tolerate longer recovery. Cyber scenarios also require an additional question: how long does it take to establish that the recovered state is trustworthy? This verification interval should be a formal resilience metric.

Exercises should test identity loss, cloud-region failure, ransomware, privileged-account compromise, data-centre isolation, and provider connectivity failure. Business users should participate because technical restoration without transaction validation is incomplete. Lessons should update architecture, runbooks, alert thresholds, and dependency maps.

10. Integrated Hybrid-Cloud Cyber Resilience Framework
The proposed framework integrates six control layers into a closed-loop operating model. The first is governance, which defines risk appetite, workload classification, data-location rules, provider responsibilities, recovery objectives, and evidence requirements. The second is identity, covering federation, privilege governance, service identity, authentication strength, and emergency access. The third is workload architecture, comprising cloud landing zones, secure data-centre zones, network segmentation, hardened platforms, and controlled hybrid connectivity. The fourth is data protection, including encryption, key governance, immutable recovery points, retention, and integrity validation. The fifth is observability and response, which unifies telemetry, posture monitoring, behavioural analytics, and incident orchestration. The sixth is recovery assurance, validating that applications, data, identities, and business processes can be restored to a trusted state.

These layers are interdependent. Strong segmentation is ineffective if a privileged identity can bypass it. Immutable backups are ineffective if recovery credentials are compromised. Central logging is ineffective if identity context or asset ownership is inconsistent. Provider diversity is ineffective if both clouds depend on one fragile network or authentication service. The framework therefore evaluates resilience through end-to-end service paths.

Implementation starts by mapping treasury services and dependencies. Each service is assigned business criticality, recovery target, data classification, identity model, network path, hosting location, and required evidence. Common control objectives are then mapped to AWS, Azure, and on-premises implementations. Policy-as-code and continuous audit measure whether the required state is maintained, while exceptions are time-bound and assigned to accountable owners.

The framework uses a resilience scorecard rather than a single maturity label. Measures can include the percentage of privileged roles with time-bound activation, critical resources covered by immutable backups, mean time to revoke compromised credentials, cloud resources compliant with approved baselines, recovery verification time, log-source coverage, tested failover of critical dependencies, and unresolved cross-platform exceptions. These measures make resilience visible to technology and risk leadership.

This model aligns with the governance logic of the NIST Cybersecurity Framework 2.0, which places governance alongside identification, protection, detection, response, and recovery (NIST, 2024). It also supports Saudi cloud-security expectations by connecting policy, access control, monitoring, data protection, continuity, and provider oversight into one auditable architecture.






Table 2: Control-layer mapping for the proposed hybrid-cloud resilience framework
	Control layer
	On-premises focus
	AWS/Azure implementation intent
	Key resilience evidence

	Governance
	Workload ownership, risk acceptance, data classification
	Account/subscription guardrails, approved regions, policy compliance
	Exception age; policy compliance; provider-risk reviews

	Identity
	Directory resilience, PAM, admin workstations
	Federation, MFA, conditional access, time-bound privilege, workload identity
	Privileged-role exposure; emergency-access test; token revocation time

	Network
	Internal segmentation, controlled management zones
	Private connectivity, segmented virtual networks, controlled egress and endpoints
	Reachability tests; exposed services; failover-path validation

	Data protection
	HSM, database controls, backup isolation
	Encryption, managed keys, protected storage, region controls
	Key-use audit; data-location evidence; immutable-copy coverage

	Workload security
	Hardening, patching, endpoint protection
	Secure images, posture assessment, vulnerability management, deployment guardrails
	Critical vulnerability age; baseline drift; patch compliance

	Observability & response
	SIEM feeds, endpoint and database audit
	Cloud activity logs, posture alerts, threat detection, orchestration
	Log-source coverage; detection latency; containment time

	Recovery assurance
	Isolated backup, recovery networks, reconciliation
	Protected recovery vaults, infrastructure-as-code rebuild, alternate-region recovery
	RPO/RTO attainment; recovery verification time; exercise closure rate




11. Vision 2030 Alignment and Implementation Roadmap
Vision 2030 seeks a diversified, digitally enabled, and globally competitive Saudi economy, and the financial sector is a critical enabling infrastructure for that transformation (Saudi Vision 2030, 2025). Secure hybrid cloud can support this agenda by allowing banks to scale digital services, modernise treasury platforms, introduce analytics, and improve flexibility without abandoning control of critical dependencies.

Implementation should proceed in four stages. Stage one establishes the trusted foundation: authoritative asset inventories, workload classification, enterprise identity federation, privileged-access controls, secure cloud landing zones, hardened data-centre zones, and central logging. The objective is to remove unmanaged connectivity and invisible dependencies before increasing cloud scale.

Stage two creates control convergence. Common policies are mapped across AWS, Azure, and on-premises environments. Security teams define one control intent for identity, encryption, logging, network exposure, vulnerability management, backup, and administrative access, then implement provider-specific enforcement. Continuous posture assessment replaces periodic manual review where controls can be measured automatically.

Stage three develops resilience automation. The bank introduces automated containment, protected recovery environments, infrastructure-as-code rebuild patterns, cross-platform incident playbooks, and regular cyber-recovery exercises. Treasury service owners participate in recovery validation and reconciliation. Metrics are reported for availability, integrity, identity recovery, evidence completeness, and restoration confidence.

Stage four creates adaptive assurance. Threat intelligence, incident lessons, cost telemetry, control failures, and exercise results modify guardrails and investment priorities. Static compliance can become obsolete as workloads change; continuous assurance turns resilience into an operating discipline.

The roadmap should preserve proportionality. Not every workload requires active-active deployment across two clouds, and unnecessary duplication can increase complexity. Platform choice should reflect service criticality, data sensitivity, integration requirements, skills, recovery objectives, and exit strategy. Resilience comes from deliberate independence and verified recovery, not maximum platform count.
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Figure 2: Hybrid-cloud cyber resilience maturity roadmap for Saudi banking


12. DISCUSSION
The review indicates that the strongest hybrid-cloud security model is not a collection of independent provider controls but a coordinated architecture with shared governance and measurable service outcomes. Three findings are particularly significant for Saudi banking.

First, identity is the main cross-platform attack and resilience surface. Network segmentation remains important, but modern administrative and application workflows are increasingly identity-mediated. A compromised privileged identity can operate through legitimate APIs. Federation, privilege reduction, short-lived credentials, workload identity, and emergency-access design therefore deserve the same engineering attention as network redundancy.

Second, resilience depends on control independence. Banks often add redundant infrastructure while retaining common dependencies that can fail or be compromised together. Two cloud providers can still share a single identity plane, key-management dependency, deployment pipeline, or administrative team. Resilience analysis should identify correlated failure domains and separate critical recovery paths.

Third, recovery assurance must include business integrity. Treasury systems cannot be declared recovered merely because servers are running. Payment queues, settlement states, market data, positions, balances, and reconciliation records must be validated. This extends conventional disaster recovery into cyber recovery, where trust must be re-established after compromise.

The review also exposes trade-offs. Multi-cloud strategies reduce concentration risk but increase complexity. Centralised security tooling improves visibility but can become a high-value dependency. Automated response improves speed but may disrupt service if confidence is weak. Strong data-residency controls improve governance but may reduce flexibility. These trade-offs should be managed through explicit risk decisions.

The framework therefore favours controlled heterogeneity: common policy and evidence, provider-specific implementation; central identity governance with protected emergency paths; shared telemetry with resilient local logging; standard recovery objectives with service-specific restoration procedures. This balance offers a more realistic basis for regulated hybrid-cloud operations than either complete centralisation or uncontrolled platform autonomy.

13. Limitations and Future Research
This review has several limitations. It synthesises secondary evidence and technical guidance rather than measuring the performance of a live Saudi banking environment. Provider services evolve rapidly, so implementation details may change even when the underlying control principles remain stable. The evidence base also contains more research on general cloud security than on treasury-specific hybrid-cloud architecture, which means some conclusions are transferred from adjacent critical-infrastructure and financial-services contexts.

Future research should test the proposed framework through case studies or controlled exercises in Saudi banks. Useful empirical measures would include recovery verification time, cross-cloud identity failure rates, policy-drift frequency, incident containment time, privilege activation patterns, and the effect of immutable recovery on ransomware outcomes. Research should also examine whether dual-cloud designs materially reduce concentration risk once shared identity, network, and operational dependencies are included in the model. A further priority is the economics of resilience: banks need methods to compare the cost of duplicated platforms with the reduction in expected outage and cyber-loss exposure.

A further limitation concerns source comparability. Studies use different definitions of resilience, availability, cloud security, and operational risk, so their findings cannot always be combined quantitatively. Provider guidance is also normative rather than experimental and may reflect design assumptions that differ from a bank’s architecture. Future validation should therefore combine technical telemetry with business-impact measures and independent assurance evidence. Comparative research across Saudi institutions would be especially valuable for identifying which controls consistently reduce recovery time and cross-platform incident propagation. Longitudinal studies could also test whether security automation reduces manual effort without increasing false containment, and whether hybrid-cloud concentration risk changes as banks adopt common identity, networking, observability, and third-party service dependencies across multiple providers.

14. CONCLUSION
Hybrid-cloud adoption can strengthen Saudi banking and treasury infrastructure, but only when architectural diversity is governed as a single resilience system. The review shows that the most important design decisions concern identity, dependency isolation, consistent policy, continuous observability, protected recovery, and secure integration with the data centre. AWS and Azure can provide complementary capabilities, yet two providers do not automatically reduce risk if both environments share fragile trust, management, or recovery dependencies.

The proposed framework treats identity as the trust plane, landing zones as governed workload domains, the data centre as an active security boundary, telemetry as the basis for coordinated response, and cyber recovery as restoration of trustworthy business state. It links these technical layers to governance, data-location controls, recovery objectives, and evidence required for regulated financial operations.

For Saudi banks, the strategic value of hybrid cloud lies in controlled flexibility. A resilient architecture should permit workloads to use the most appropriate platform while maintaining common control objectives and clear accountability. The practical test is whether critical treasury functions can withstand compromise, contain propagation, restore trusted data and identity, and resume validated operations within agreed business tolerances. When these capabilities are measured and exercised continuously, hybrid cloud becomes an enabler of secure financial modernisation under Vision 2030 rather than another source of operational complexity.
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